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Beyond Instant Messaging: Matrix in the Public Sector
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The protocol

integrates well with the modern web ecosystem,

provides end-to-end security, with no single point of control or failure and

allows transport of any (JSON) data.

Let’s have a look at some use-cases in public administration!

There is more!

Matrix: An open standard for instant messaging?



S. 3

A typical contact with
the public administration...

user 

perspective
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Step 1: 

Request some 
government service

user 

perspective

Bund ID
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Step 2: 

Wait and relax

user 

perspective
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user 

perspective

Step 3:

Get notified about 
updates to their request
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user 

perspective

Step 4:

Receive some kind of 
official document
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Our Vision - User Perspective

Better support for 

mobile use-cases:

multi-device-capabilities, 

push notificatios, etc.

Bidirectional 

communication

State-of-the-art

end-to-end encrypted 

communication

Communication between citizens and their 

government needs to be 

easy, user-centered and confidential.
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What the public 
administration needs...

goverment 

perspective



Integration into government agency‘s IT systems
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government 

perspective

SDK

Let‘s make this super-easy!

permantent record of government decisions in 

specialized IT system („e-Akte“)

delivery receipt

read receipt

Matrix

infrastructure

government agencyinfrastructureuser



Who initiates communication?
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only governments can 

initiate communication?

government 

perspective

every communication 

MUST start with a service 

request

proactive communication 

by citizens allowed?



Highly customizable interaction patterns
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unidirectional notification 

and transmission of 

documents

arbitrary, unstructured 

messages

structured communication 

with machine readable forms

Dr. Max Mustermann

Please specify the new location:

Address

City

State/ Region

ZIP/ Postal Code

Submit

Water 

Conversation 

Agency

Permit for 

groundwater 

extraction

Date of the decision: 

30.08.2024

OK

Dr. Max Mustermann

Do you have further questions?

Submit

Water 

Conversation 

Agency

Me

Yes! How much water am I 

allowed to extract?

government 

perspective

A B C
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Our Vision - Goverment Perspective

Matrix

Building a next-generation infrastructure that is 

easy to integrate, open and adaptable and 

enables machine-readable communication.
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Bringing things together

goverment 

perspective

user

perspective



Receive Status Updates…
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OK

Ihr Antrag wird 

nun von uns 

bearbeitet!

Ihr Antrag befindet sich 

derzeit in der 

fachlichen Prüfung.

public agency

…via push notifications.

New

Status
SDKMatrix



Secure Login
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OK

Ihr Antrag wird 

nun von uns 

bearbeitet!

Ihr Antrag befindet sich 

derzeit in der 

fachlichen Prüfung.

Secure Login



Receive Status Updates…
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Your application is 

now being 

handled by us!

Your application is 

currently undergoing 

review.

OK

New

Status
SDKMatrix

public agency



Take Further Actions…
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…by answering multiple-
choice follow-up questions.

Auswählen

public agency

Inquiry about appointment preference

Machine-readable 

response

{"appointment":"2023-03-21"}

automatic processing 

of responses



Receive Official Documents
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public agency

{$schema":"https://schema.fitko.de/fim/s05000156_1.0.schema.json", ……Permit for 

groundwater 

extraction

Date of the decision: 

30.08.2024

OK

Machine-readable 

decision



A Multi-Channel Approach – powered by Matrix
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„Mobile First, but not 

Mobile Only!“

Matrix Room #1

Matrix Room #2

Matrix Room #3
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Let‘s have a look at some 
high-level software 

architecture!



BundID frontend

mobile app

BundID backend

Target Architecture: Matrix-based G2C communication
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IT system
of the competent 

authority

online
service

government agency

SDK

infrastructureuser

@alice:id.bund.de

web app

Matrix 

Homeserver



API-first Approach
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public agency  

(competent 

authority)

API-based 

access

SDKMatrix

InfrastructureUser Interface
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We want to contribute upstream 
to the Matrix standard!

goverment 

perspective

user

perspective



Pseudonyms

Pseudonymous identifiers to achieve unlinkability (privacy-by-design)
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public agency A

public agency B

public agency C

MXID: @alice:id.bund.de

@alice:id.bund.de



Pseudonyms

Pseudonymous identifiers to achieve unlinkability (privacy-by-design)
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public agency A

public agency B

public agency C

MXID: @alice:id.bund.de

@k94ab:id.bund.de

Just like Apple‘s private email relay service (9je2xxxxxx@privaterelay.appleid.com), but for Matrix.



X.509-based Authentication (Device Verification)
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https://element.io/features/device-verification

Not practical for interactions

with authorities

Automatic verification of government 

accounts via X.509 certificates

Registration 

Office Berlin

Donaustraße 29

12043 Berlin



Machine-Readable Forms

Transmission of machine-readable responses via customizable forms
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Dr. Max Mustermann

Please specify the new location:

Address

City

State/ Province/ Region

ZIP/ Postal Code

Submit

Water Conversation 

Agency

{
"adress": "Zum Gottschalkhof 3",
"city": "Frankfurt am Main",
"state": "Hesse",
"zip": "60594"

}



Advertisement
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We will soon publish our tender!
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These aren‘t any official projects or strategies … yet ;)

Other Potential Applications of 
Matrix in the Government Sector



Let’s Enhance Online Services with Real-Time Capabilities!
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public agency

real-time 

communication
Matrix

government 

website

This is not an official project or strategy.
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Vortragstitel

Let’s Connect Industry and 
Government IT Systems!

This is not an official project or strategy.

https://unsplash.com/de/fotos/c3tNiAb098I


Let’s Build Open Network for Secure, Decentralised Communication
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public agency

(national)

public agency 

(EU)

health insurance 

company

Matrix, 

MIMI, MLS

This is not an official project or strategy.

industry
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Let’s discuss!

#matrix4gov:matrix.org

Project infos (in German): 

https://gitlab.opencode.de/fitko/g2x-matrix-pilot

https://gitlab.opencode.de/fitko/g2x-matrix-pilot


bmi.bund.de 

fitko.de

Mastodon: https://social.bund.de/@bmi

https://social.bund.de/@fitkofoederal

Contact

Marco Holz

Föderales IT-Architekturmanagement –

FITKO

marco.holz@fitko.de

+49 (69) 401270-139

Thiemo Zarth

Referat DV I 5 – Digitale Identitäten; 

Authentifizierung – BMI

thiemo.zarth@bmi.bund.de

+49 (30) 18 681-17296
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http://www.fitko.de/

